Software Reuse and Software Safety
ICSR8 Panel y

e

[) ° L]
Panelists S oL . ‘P
John Favaro, Consulenza Informatica

Bill Frakes, Computer Science Department, Virginia Tech
Patricia Rodriguez-Dapena, SoftWcare S.L.

Impact of software reuse on
software safety.

* Software reuse has been blamed for causing
software accidents, both in the
e U.S. (Therac-25) and

* Europe (Ariane 5).

Leveson : Myth 6:

Reusing software increases safety

* Reuse of proven software may increase
reliability, but has little or no effect on
safety

* May even decrease safety because of the
complacency it engenders

* Specific hazards of new implementation
may not have been considered

+ Examples include:

Therac-20 parts reused for Therac-
25 with same error, but causing two
deaths

* Error did not have serious
consequences in Therac-20.

» Resulted in occasional blown fuse --
not massive overdose

» Never detected or fixed in Therac-20

Air Traffic Control Software

* Successful in US for many years but not in
Great Britain

* Was not developed for zero degrees
longitude along the Greenwich Meridian

* Manchester plopped on top of Warwick

Aviation Software written for
Northern Hemisphere has problems
in Southern Hemisphere

* Software written for US F-16s caused problems
when reused in aircraft flown over the Dead Sea
where altitude is below sea level.

« Safety is not a property of software alone, but of
the software design, and environment where
software is used.

* Application, environment, and system-specific.




3 C’s consideration

* Concept
* Content
+ Context - problem seems to focus here.

Summary

+ Software reuse is seen by some as decreasing
software safety.

* The main problem seems to come from reusing
components in new environments without
adequately considering the new design.

* Type of reuse in reported problems

— Parts Based
— Vertical
— Carryover
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What to do when reusing
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Patricia Rodriguez-Dapena
Software Reuse and Software Safety Panel at ICSR8

Soft

Ref: SWC/04-051/ICSR8/PR

Position statements

e Safety means freedom from unacceptable risks

e The same V&V and quality requirements shall
apply for new software

e Contractual matters of PDS supplier to be
considered when reusing

e A trade-off of the different technical solutions
should be performed having to sacrifice or soften
certain requirements -e.g. safety-related
ones????- to be able to implement the others -
e.g. reusability ones??? Which one prevails:

market or safety?
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Top requirements for reuse and safety
(ESA Contract Number: 15808/01/NL/WK

Basic Level
Level of Structures\ | ol of Reuse

Level of Uil Basic/Low level
Level of Subsystems Spacecraft/OBS /"y jission Specific}
ayload
round Segment _Infra structurd
n-House Space Domain R
ats \
Shareware Commercial aspect o
FreewareShird Pal
'ublic Domain PDY ibutes
Copyleft

Types of Reusable ReUSe Perspective
ccomponents| .
i 2 Criticality Class

Stand alone
Integrated "as-is"
Embedded in W, Intended reuse
Embedded as part of
a configurable SWhw

moo >

[

Softw&#&EEe and Software Safety Panel - ICSR8 Madrid 7 July 2004

Position statements
g

e For safety matters, reuse might be dangerous if
not done from the very beginning of the project
and with lots of care.

e Examples:

- Therac 25: re-design problem: original design was the
inherent fault tolerance mechanism!

- Ariane-5: reusing without verification and validation is
not good!

e Many delays/cost effects/not fulfilling customer’s
requirements in project due to surprises with the
late reused components
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Top requirements for reuse and safet)
(ESA Contract Number: 15808/01/NL/WK

.y

e Preferable no COTS/PDS for criticality level A or
SIL 4

e Flexible customer requirements when reusing
late in the programme

e In-service history may support safety-related
demonstrations required for safety critical
systems with PDS (not very mature mechanisms
for reuse in general)

e A change in PDS means new software — not any

more PDS
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Types of reusable components (ESA
Contract Number: 15808/01/NL/WK)

Criticality Space domain Sourc_e code PDS
available type
(e.g., SCOS
Yes 2000, RTEMS,
OBS/S(\BAr/ound ORK)
(e.g., CTREE of
A/B/C No SCOS 2000)
(e.g., compilers
Support SW - 3 | for OBS like
GNAT/ORK)
(e.g., SVF for
D/E All - 4 1SWV)
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Requirements for reuse and safety (E
Contract Number: 15808/01/NL/WK)

Iy
e Safety analysis preferably at the acquisition
phase at the beginning of the project
e PDS ‘safety analysis’ steps

e Care with dead code: unreachable and de-
activated code
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Requirements for reuse and safety
(LAAS)*
.y

e How to Build Dependable Systems from
Undependable PDS Components?
- Level of Confidence sufficient -> Integrate
- Level of Confidence not sufficient:
e Discard!
e Fault containment mechanisms & service degradation

e Fault containment mechanisms & service continuity
[Depending on the degree of redundancy]

* «Composants COTS et sireté de i C * Jean Arlat Dlaas.fi]
Atelier thématique n°5 Mardi 18 mars 2003 — LAAS-CNRS Toulouse
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Requirements for reuse and safety
@

AR
Open source - COTS
White box [l W‘ Grey box
PDS h PDS

Wrapping example

* “Composants COTS et siireté de fonctionnement Composants” Jean Arlat [arlat@laas. ]
Atelier thématique n°S Mardi 18 mars 2003 — LAAS-CNRS Toulouse
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Requirements for reuse and safety
(ESA Contract Number: 15808/01/NL/WK

e Changes to PDS
- Changes to PDS
- Change of operational installation
- Change of Application or Development Environment
- Considerations for User-Modifiable Software
- Considerations for Option-Selectable Software
e Tools and Supporting Environment qualification
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Requirements for reuse and safety
(LAAS)*

Dependability Objectives

Example Mechanism

Control by independent functions: e.g.

Safety-bag, etc.
Fault containment & service

degradation Partitioning

Wrapping

De-correlation of activity of identical
components: Async redundant
channels, etc.

Diversified components: # compilers,

Fault containment & service continuity
(d° redundancy)

#HW, etc
* “Composants COTS et siireté de C ? Jean Arlat [arlat@laas. fr]
Atelier thématique n°5 Mardi 18 mars 2003 — LAAS-CNRS Toulouse
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Conclusion
Iy
e Reuse and safety not incompatible but careful
trade-off is needed

e Reuse shall be performed early in the project

e Reusable components shall be assessed before
integrated

e Changes to reused components mean new
components
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One Mamma, Many Bambini

Applications are
assembled out of
multiple cloned
designs
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Individual Versus System Level Validation

M —
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Control and software engineers confirm that it is possible to obtain
a “correct and validated” design, also using simulation, for entire
subsystems — and still have an overall failing system, due
principally to timing and bandwidth issues

Slide 9
An Emergent Problem in Component Safety

ICSR8 July 2004 Madrid

®

Where to Test Emergent Behavior?

—

Simulink
Functional control design

HRT-UML Toolset
Software architectural design

TrueTime
Cosimulation
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To the Limit: Swarm Systems in  UAVs

Unmanned Air Vehicles

“Because swarm
behavior emerges
from local
interactions and
uses local, ad hoc
communications,
less bandwidth
would be required
and control software
code could be
smaller and less
expensive to
develop”

“Swarming research ranges from ‘pure’ swarming ... to embedding emergent
behavior algorithms within a more predictable control system” — U.S. Air Force

ide
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Any Approaches on the Horizon?

T “Towards Performance Guarantees For Emergent Behavior, ”
Damian M. Lyons, Ronald C. Arkin, ICRA 2004.

T “We are developing a succinct formalism that ... addresses
the issue of modeling the complex environment [of dynamic
robotics systems]. A process-based environment model is
being developed, allowing a shared vocabulary (processes)
between robot controller and environment model. It employs
the Port Automata model as an operational semantics, and a
CSP like selection of process composition operators for
process description.

T The emergent behaviors of a robot interacting with an
active and dynamic environment can be modeled and
explored with this approach .”
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Conclusions

T The fact that software safety is an emergent characteristic of
systems poses huge challenges for future component-oriented
systems

T Technology , methodology , and applications are all moving
in the direction of creating and supporting systems exhibiting
emergent behavior, even in systems where human safety is
affected

T We will also need to learn how to deal with these flexible,
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