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Some definitions of safety from Nancy Leveson.

“Safety is freedom from accidents and losses”

RISK is the hazard level combined with (1) the likelihood of the hazard leading to an
accident (sometimes called danger) and (2) hazard exposure or duration (sometimes
called latency).

“A hazard is a state or set of conditions of a system (or an object) that, together with
other conditions in the environment of the system (or object) will lead inevitably to an
accident (loss event).” Leveson p. 177 A hazard is defined with respect to the
environment of the system or components. What constitutes a hazard depends upon
where the boundaries of the system are drawn.

Now reuse.

Software reuse is the use of existing software knowledge or artifacts to build new
systems. (see, e.g., Frakes and Kang, 2005)

The problems with reuse in terms of safety apparently arise from inserting an asset into a
new system environment without sufficient understanding of the context required for its
use, as was the case in the Therac accident.

This raises several questions —

1. How might context be represented?
2. Is it possible to assure that the contextual specification is correct and complete?

But what exactly is context? In the reuse community one of the best-known uses of the
term is in the 3Cs model of reuse design. In the 3Cs model context means the
environment necessary to reuse a component. A common example is the stack data type.
In the three Cs model, an implementation neutral (if there is such a thing) formal
specification of the stack will be its concept, a particular implementation such as using
arrays in C might be its content, and the environment needed to run the component, say
the gnu C compiler running on Free BSD Linux might be its environment.

Context can be represented using a natural language, as in the stack example, or a formal
language, or some combination of the two. As is well known, the problem is that natural
languages are ambiguous and formal languages are hard to understand and may lack



expressiveness. Recent work on software dependability is based on the assumption that
purely formal specifications of a system are impossible [Knight, 2006]. Specifying
environmental context also a long term, and unsolved, problem is software testing.

It is unclear that this is the problem for all types of reuse. In generative reuse, for
example, the main problem may be a fault in the generator itself. [Smidts, 2002]

This problem was identified in work on reliability, and the exact role of reliability in the
reuse and safety problem is unclear.

The following table summarizes some factors in software disasters, and will serve as a
basis of discussion.
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